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Abstract—The emergence of quantum computing poses a
significant threat to classical cryptographic systems, particularly
those relying on mathematical hardness assumptions for key
exchange. While symmetric algorithms such as the Advanced
Encryption Standard (AES) remain efficient and widely deployed,
their long-term security ultimately depends on the secrecy of
keys. In this paper, we present a hybrid framework that inte-
grates quantum key distribution (QKD) with AES and DES to
enhance key security without altering cipher internals. Using the
BB84 protocol as the quantum key generator, we implement a
simulation-based system in Qiskit and evaluate it against classical
pseudo-random key generation.

Our methodology covers five phases: establishing AES/DES
baselines, generating quantum random keys, implementing BB84
with basis reconciliation and error detection, integrating quan-
tum keys with AES/DES, and benchmarking across varying key
sizes and file sizes. Results demonstrate that AES encryption
throughput remains stable (around 250–370 MB/s) regardless of
key source, while QKD introduces measurable latency in key gen-
eration (around 40–110 seconds for 128–256 bits). Importantly,
adversarial interference is reliably detected, with 97.3% accuracy
in eavesdropper identification.

The findings confirm that while classical systems excel in
speed and scalability, QKD offers unmatched, physics-backed
security assurances. Our study highlights the practicality of
hybrid quantum-classical encryption, providing a foundation for
secure communication in the post-quantum era.

I. Introduction

Cryptography is the cornerstone of modern information
security, enabling confidentiality, authentication, and integrity
of digital communication. Classical cryptography relies on
mathematical problems such as integer factorization or discrete
logarithms for security guarantees. Symmetric-key algorithms
like the Advanced Encryption Standard (AES) are widely
deployed due to their efficiency and robustness, securing
applications ranging from online banking to secure messaging
[1].

AES, standardized by NIST in 2001, is a block cipher that
supports key sizes of 128, 192, and 256 bits. It provides strong
resistance against brute-force attacks owing to its large key
space, while maintaining efficient performance across hard-
ware and software implementations [2]. Despite its strength,
the overall security of AES-based systems also depends on

the secrecy of the key. Traditionally, keys are generated and
exchanged using pseudo-random number generators (PRNGs)
and classical cryptographic protocols such as RSA or Diffie-
Hellman. However, the advent of quantum computers threatens
these mechanisms: Shor’s algorithm can efficiently break RSA
and ECC, while Grover’s algorithm reduces the effective key
strength of symmetric ciphers like AES [3] [4].

Quantum cryptography has emerged as a promising alter-
native for secure key distribution. Unlike classical methods,
its security is based on the fundamental laws of quantum
mechanics rather than computational hardness assumptions.
Quantum Key Distribution (QKD), first proposed by Bennett
and Brassard in 1984 (BB84), allows two parties to establish a
shared secret key with guaranteed eavesdropping detection [5].
By exploiting principles such as the no-cloning theorem and
measurement disturbance, QKD ensures that any interception
attempt by an adversary introduces detectable errors in the
quantum channel [6].

This work explores the integration of QKD with classical
symmetric encryption algorithms such as AES and DES. The
hybrid approach leverages the proven efficiency of AES for
bulk data encryption while enhancing security with quantum-
generated keys. We present a comparative study of encryption
performance using keys generated classically versus quantum-
mechanically, considering factors such as key size, file size,
and overall end-to-end performance.

II. Related Work
The Advanced Encryption Standard (AES) has been exten-

sively studied since its adoption as the U.S. federal standard in
2001. Daemen and Rijmen [2] introduced the Rijndael cipher,
which became the basis for AES, demonstrating its resistance
to differential and linear cryptanalysis. Subsequent studies have
confirmed AES as a secure and efficient block cipher for both
hardware and software implementations. For instance, Hodjat
and Verbauwhede [7] explored high-throughput hardware ar-
chitectures for AES, achieving significant performance gains in
FPGA platforms. More recent work by Schwabe and Stoffelen
[8] optimized AES on embedded systems, highlighting its
adaptability to constrained devices.
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Cryptographic security traditionally relies on the compu-
tational hardness of problems such as integer factorization
or discrete logarithms. Diffie and Hellman [9] pioneered the
concept of public-key cryptography through their key exchange
protocol, which remains a foundation for secure communi-
cations. RSA, introduced by Rivest et al. [10], became a
dominant public-key system for decades, though its security
depends heavily on large key sizes. However, as Stallings
[1] notes in his survey of modern cryptographic practices,
the advent of quantum algorithms threatens these schemes,
motivating exploration of alternatives such as post-quantum
cryptography and QKD.

Quantum cryptography offers information-theoretic security
by leveraging physical laws rather than mathematical hardness
assumptions. Bennett and Brassard [5] first proposed the BB84
protocol, establishing the foundation for secure quantum key
distribution. Since then, significant experimental progress has
been made. Gisin et al. [6] provided a comprehensive review of
the field, emphasizing advances in photon sources, detectors,
and channel implementations. Scarani et al. [11] extended
this discussion, categorizing protocols and identifying security
loopholes such as photon-number-splitting attacks, highlight-
ing the need for practical countermeasures.

Modern research has focused on extending QKD to real-
world networks. Lo et al. [12] demonstrated the feasibility
of practical QKD by introducing decoy-state protocols to
counter multi-photon vulnerabilities. Sasaki et al. [13] reported
a Tokyo QKD network, the first metropolitan-scale deployment
integrating multiple QKD links and trusted nodes. More re-
cently, Boaron et al. [14] achieved long-distance QKD exceed-
ing 400 km using ultra-low-noise detectors, showcasing the
scalability potential of the technology. These works illustrate
both the promise and current challenges of QKD, particularly
regarding speed, cost, and integration with classical systems.

Our work builds upon these foundations by experimentally
comparing classical and quantum-assisted key generation for
AES-based encryption. While prior literature has analyzed
QKD protocols and AES implementations separately, few
studies directly evaluate the performance and practicality of
integrating quantum-generated keys into widely deployed clas-
sical cryptosystems.

III. Proposed Methodology
In this work, we propose a hybrid cryptographic framework

that integrates Quantum Key Distribution (QKD) with the
Advanced Encryption Standard (AES) to enhance the security
of classical encryption schemes against quantum adversaries.
The methodology can be divided into three phases: Key Gen-
eration, Encryption/Decryption, and Performance Evaluation.
A high-level flow of the system is illustrated in Fig. 1.

A. Key Generation Phase
1) Quantum Key Distribution (QKD): The BB84 protocol

is employed to establish secret keys between communicating
parties. Alice prepares and transmits qubits encoded in ran-
domly chosen bases. Bob measures the received qubits in his

Fig. 1. High Level Flow Diagram of the Process

randomly chosen bases. After basis reconciliation and error
rate estimation, a sifted key is derived. If the Quantum Bit
Error Rate (QBER) is below a pre-defined threshold, the key
is accepted; otherwise, the round is discarded.

2) Classical Key Generation for Comparison: Keys of
equal length (128, 192, and 256 bits) are generated using a
pseudo-random number generator (PRNG). This serves as a
baseline to benchmark the efficiency and security posture of
the quantum approach.

3) Key Length Assurance: Since QKD does not guarantee
fixed key lengths per round, our framework accumulates
bits from multiple rounds until the required key size (AES-
128/192/256) is achieved. This step ensures practical applica-
bility for AES integration.

B. Encryption and Decryption Phase
1) AES Integration: The generated key (quantum or clas-

sical) is directly used in AES-GCM mode for encrypting and
decrypting data. AES-GCM provides both confidentiality and
integrity, with negligible ciphertext overhead (nonce + tag).

2) File Size Variations: To evaluate scalability, files of
different sizes 10 KB, 100 KB, and 1 MB are encrypted using
AES with 128-, 192-, and 256-bit keys.

C. Performance Evaluation
The performance of hybrid QKD-AES encryption is com-

pared against purely classical AES encryption. Key differences
are evaluated under four major dimensions:

• Speed: Encryption throughput and latency.
• Security: Resistance to eavesdropping and quantum attacks.
• Accuracy: Reliability of decryption and key error detection.



• Scalability: Feasibility for multi-user communication sce-
narios.

IV. Implementation
This section details the end-to-end implementation of our

hybrid cryptographic system that integrates quantum key estab-
lishment with classical symmetric encryption. The work was
carried out in Google Colab to ensure a portable, dependency-
light environment and to make the experiments reproducible
across machines without local setup friction. The implementa-
tion proceeds in five phases that mirror the project’s life cycle:
Classical AES/DES baseline, Quantum random key generation,
BB84-based quantum key distribution, Hybrid integration that
feeds quantum keys into AES/DES while resolving variable key-
length availability, and a benchmarking harness that exercises
different key sizes, file sizes, and key sources (quantum vs.
classical) under a consistent methodology. The overall problem
addressed by the system is to preserve the efficiency and maturity
of AES/DES while strengthening key secrecy and distribution
using quantum mechanisms, without modifying the ciphers
themselves.

Environment and tooling : All code was authored and exe-
cuted in Google Colab with Python 3.12. Cryptographic prim-
itives were provided by the PyCryptodome library. Quantum
circuits and simulations used modern Qiskit (Aer backends) with
imports updated for the current API to avoid legacy issues. The
use of Colab provides clean session isolation, straightforward
package installation, and consistent CPU-only benchmarks,
which is appropriate because the symmetric operations are
CPU-bound and the quantum portions are simulated rather than
executed on remote hardware.

Code organization : Although the notebook is linear, the
implementation is logically modular. A classical crypto module
encapsulates AES and DES encrypt/decrypt routines, a quantum
keying module implements a quantum random number generator
(QRNG) and BB84, and a hybrid harness composes these into
an encryption service that draws keys from a quantum pool or a
classical PRNG. A benchmarking layer generates byte payloads
at target sizes, times cryptographic operations, aggregates
statistics over repeated runs, and prepares tabular/plot outputs
for later analysis (reported separately).

A. Phase 1 : Classical Baseline — AES and DES
The system first establishes a reliable classical baseline to

verify correctness independent of the quantum components. We
implemented AES and DES using PyCryptodome in standard
block-cipher modes. For integration with the benchmarking har-
ness and to ensure authenticated encryption during experiments,
AES-GCM is used as the primary mode (confidentiality and
integrity with a 12-byte nonce and a 16-byte authentication
tag), while CBC with PKCS7 padding was retained during early
checks to mirror the initial bring-up. For DES, CBC mode
with an 8-byte IV and PKCS7 padding was implemented for
completeness. This baseline guarantees that encrypt/decrypt
round-trips succeed deterministically with fixed keys and that
mode-specific IV/nonce handling is correct. The classical
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Fig. 2. QRNG circuit: each qubit is placed in superposition via 𝐻 and
immediately measured to produce one random bit.

baseline was explicitly built and validated as a foundation for
the subsequent quantum experiments.

B. Phase 2 : Quantum Random Number Generation
To generate high-entropy keys directly from quantum be-

havior, we implemented a QRNG using Qiskit. The circuit
comprises N single qubit registers (where N equals the desired
key length in bits). A Hadamard gate is applied to each qubit
to prepare an equal superposition of 0〉 and 1〉, followed by
measurement in the computational basis. The resulting bit string
is uniformly random in the ideal simulator and is converted
into bytes to serve as an AES or DES key. In practice, we
created circuits for 128-bit keys and generalized the function
to accept arbitrary bit lengths; the simulator backend returns
one shot of the measured outcome (one N-bit sample), which is
then chunked into bytes. This phase establishes a pure quantum
source of keys without relying on classical PRNGs. Fig. 2. shows
the circuit diagram for the QRNG circuit for a 8 qubit system.

C. Phase 3 : BB84 Quantum Key Distribution
We implemented BB84 protocol to enable two parties to agree

on a shared key with eavesdrop detection. The simulation follows
the canonical roles of Alice, Bob, and an optional adversary
Eve. Alice draws a random bit string and a random basis
string (Z/X), encodes each bit into a one-qubit circuit using
X to set 1〉 and H to switch to the X basis when required,
and transmits the prepared states. Bob independently selects
a random basis per qubit, applies H if he measures in the
X basis, and measures in the computational basis to obtain
raw outcomes. Over an authenticated classical channel, Alice
and Bob reveal only their bases and perform sifting: positions
where their bases agree are kept, and others discarded. This
yields the sifted key. We compute the quantum bit error rate
(QBER) by comparing a sample (or, in simulation, the entirety)
of the sifted bits. If QBER exceeds a practical cutoff (selected



below the 25% intercept-resend signature to accommodate
channel noise and implementation artifacts), the round is
discarded; otherwise, its bits are accepted. Our implementation
also supports an intercept-resend Eve who randomly chooses
measurement bases, collapses the quantum state, and forwards
re-prepared states—thereby inducing errors precisely when her
basis guess is incorrect. These steps realize a realistic BB84
with basis reconciliation, sifting, optional adversary modeling,
and QBER-based accept/reject logic. Fig. 3. shows the circuit
diagram for the BB84 quantum key distribution protocol for a 4
qubit system.

In the BB84 protocol, the Quantum Bit Error Rate (QBER)
serves as the primary indicator of channel integrity and potential
eavesdropping. The threshold used in this work is motivated by
theoretical analysis of intercept–resend attacks, which introduce
an expected QBER of approximately 25% when an adversary
measures qubits in randomly chosen bases. To account for
statistical fluctuations and simulated channel noise, a practical
cutoff slightly below this theoretical bound was selected.

This threshold represents a trade-off between security and
key availability. A lower threshold increases sensitivity to
eavesdropping but may lead to frequent key rejection even
under benign noise conditions, while a higher threshold risks
accepting compromised keys. By selecting a cutoff close to the
theoretical intercept–resend limit, the system maintains strong
security guarantees while ensuring sufficient key material is
generated for downstream encryption. Sensitivity experiments
confirmed that modest variations in the threshold primarily
affect key acceptance rates rather than encryption correctness,
reinforcing the robustness of the chosen value.

A practical issue addressed at this stage is the variability
of post-sifting key length. Because roughly half the positions
are discarded due to basis mismatches and additional bits may
be consumed for error-rate estimation, a single round may not
produce enough bits for an AES-128/192/256 key. To ensure
keys of exact length, the implementation accumulates accepted
bits across multiple BB84 rounds until the target bit count
is reached, and then truncates to the required size for the
downstream cipher. This design makes BB84 output usable as a
drop-in key source for fixed-length symmetric algorithms.

D. Phase 4 : Integration of QKD with AES/DES Encryption
The hybrid layer connects the quantum keying pipeline

to the classical ciphers. It exposes functions that request a
key of specified length from the quantum source (QRNG
or BB84 accumulation) or from a classical source (system
PRNG), validate the key length, and pass the key to AES or
DES encrypt/decrypt routines with correct IV/nonce semantics.
The integration honors authenticated encryption defaults for
AES-GCM and preserves deterministic verification for baseline
CBC tests. By enforcing length-exact keys and encapsulating
IV/nonce allocation and parsing, the hybrid layer allows the
benchmarking harness to swap key sources and algorithms
without touching cipher-level code paths. This phase is where
the project “plugs in” quantum key establishment to unmodified
AES/DES—precisely the architectural goal.

E. Phase 5 : Benchmarking Harness

The final phase instruments the system to study performance
and behavior under controlled conditions, without altering
cipher internals. The harness synthesizes random byte payloads
at three representative sizes (10 KB, 100 KB, 1 MB) to emulate
small messages, medium objects, and larger files. For each size,
the framework evaluates AES using 128-bit, 192-bit, and 256-
bit keys drawn from two sources: quantum keys produced by
the BB84/QRNG pipeline described earlier and classical keys
produced by a cryptographic PRNG. These runs are repeated to
estimate mean and dispersion of timings. The harness separates
key establishment time from cipher execution time to reflect
that AES encrypt/decrypt throughput is independent of how
the key was generated, whereas quantum key establishment
incurs protocol-specific cost. Optional toggles activate Eve in
the BB84 simulation to study the impact of QBER filtering on
key availability (key-rounds discarded vs. accepted) and on the
time required to accumulate enough bits for each key length. The
design follows the comparative directions to evaluate the system
across key sizes and file sizes and to contrast quantum-assisted
operation with purely classical cryptography, while deferring all
numeric outcomes to the Results and Discussion section.

Timings are recorded with high-resolution clock timers
around well-defined code regions: key generation/acquisition,
AES encryption, and AES decryption. Each measurement
is repeated multiple times in a fresh in-memory buffer to
amortize transient effects, and means and standard deviations
are computed. Ciphertext length is captured to quantify per-
mode overhead (e.g., GCM’s nonce and authentication tag), and
simple key-sanity checks (bit-balance statistics) are logged as a
guardrail against accidental bias in either key source. Because
all experiments are CPU-only in Colab, the measurements are
consistent across runs; nevertheless, the paper reports them
comparatively rather than as absolute hardware limits.

While the notebook simulates qubit preparation, measure-
ment, and eavesdropping, the classical channel is assumed
authenticated to prevent man-in-the-middle substitutions during
basis reconciliation. The implementation emphasizes this sepa-
ration by modeling only information that is legitimately revealed
(bases, not bit values), computing QBER from ground truth
in simulation, and rejecting rounds that exceed a conservative
threshold. The integration layer is intentionally agnostic to the
channel: once a key is accepted and length-exact, the cipher
uses it identically whether sourced from QKD or PRNG. This
preserves a clean separation of concerns and demonstrates how
quantum key establishment can be adopted without invasive
changes to existing AES-based systems.

The implementation deliberately refrains from altering
AES/DES round functions or internal structures; instead, it
targets the historically vulnerable key-handling surface by
generating and distributing keys via quantum means. The phases
and their interlocks—baseline cipher validation, quantum key
material generation, BB84 with sifting and QBER checks,
accumulation to exact lengths, and comparative benchmark-
ing—correspond to the original plan and project milestones.
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Fig. 3. BB84 prepare–and–measure: Alice encodes bit 𝑏𝑖 ∈ {0, 1} by applying 𝑋𝑏𝑖 , selects basis via 𝐻
𝛽𝐴
𝑖 with 𝛽𝐴

𝑖
∈ {0(Z), 1(X)}, Bob measures in his basis

𝐻
𝛽𝐵
𝑖 . After transmission, bases 𝛽𝐴, 𝛽𝐵 are revealed over an authenticated classical channel and only matching positions are kept (sifting).

They collectively operationalize the project’s objective of
fortifying classical encryption with quantum-secured keys while
keeping the core of the cipher intact.

V. Results And Discussions
The proposed hybrid framework was implemented and eval-

uated through a sequence of experiments designed to highlight
both the performance characteristics and the security posture
of integrating quantum-generated keys into AES and DES
encryption. Results are organized under three core experimental
outcomes: accuracy of eavesdropper detection in BB84, perfor-
mance comparison of classical versus quantum key generation
when coupled with AES encryption across different file sizes
and key lengths, and resilience of QKD under eavesdropping
conditions.

A. Eavesdropper Detection Accuracy
The BB84 protocol was evaluated over 1000 independent

trials, each with randomized bases for Alice and Bob and op-
tional adversarial interference by Eve. The framework achieved
a 97.3% correct identification rate of eavesdropper presence,
with 444 true positives (Eve present and flagged) and 529 true
negatives (no Eve, no flag). False negatives (Eve present but
not detected) accounted for 27 cases, while no false positives
were observed. This demonstrates that the implementation
effectively leverages QBER thresholds to differentiate between
normal quantum channel noise and adversarial disturbance. Fig.
4. visualizes the distribution of true and false classifications,
illustrating high detection sensitivity.

These results confirm the theoretical expectations of BB84,
where an intercept-resend attacker induces a QBER of 25%,
providing a robust statistical signature. While real-world imple-
mentations may face additional noise from imperfect hardware,
our simulation verifies that eavesdropper detection is both
accurate and reliable under idealized conditions.

B. QKD Behavior in Presence of Eavesdropper
Experiments investigated QKD performance with Eve ex-

plicitly present. As expected, the rounds exhibited significantly
higher QBER values (ranging from 20 to 30%), leading to
systematic discarding of the sifted keys as seen in Fig. 5. In
contrast, trials without Eve consistently produced QBER 0%

Fig. 4. Eavesdropper Detection Performance in BB84 over 1000 Trials

and yielded valid keys as seen in Fig. 6. This dichotomy em-
phasizes the self-verifying nature of QKD, where key material
is accepted only under low-error conditions and automatically
rejected otherwise.

Although the presence of Eve reduced the number of usable
key rounds, the ability to detect such interference is precisely
the value proposition of BB84. In practice, a balance must be
struck between acceptable QBER thresholds and tolerable key
refresh latency, particularly in noisy or long-distance channels.

C. Performance Comparison : Classical vs Quantum Keys
Performance benchmarks were conducted for AES-GCM

encryption across three key sizes (128, 192, and 256 bits)
Round 1: sifted=137 bits, QBER=0.00%

AES key (hex): 5a3f0c29f729896a9ce5299696c11dd5

Meta: {’rounds_used’: 1, ’qber_last’: 0.0, ’
sifted_total’: 137}



Fig. 5. QKD Behavior with Eve Present

Enter a plain text for testing the AES and DES
encryption and decryption using Quantum Keys :
Battles lost are lessons learned, battles won
are step stones earned.

AES plaintext: Battles lost are lessons learned,
battles won are step stones earned.

AES key : 5a3f0c29f729896a9ce5299696c11dd5

AES Ciphered :
4bf31ef65c9ca80d544e577afeb6d0c9da344c4cab2b49e2851e
d5b991766a70eadcc5a47f59d844bba4548e38e8b0354416ca7f
ab95073ec947e220cc46069ad448acc4fafdf43f0d22fd47bc5a
ad9bac4294ca4829305a7aa39e5824c0275a

AES Decrypt : Battles lost are lessons learned,
battles won are step stones earned.

AES roundtrip ok: True

DES key (hex): 0eff57d33cde3c3d

DES plaintext: Battles lost are lessons learned,
battles won are step stones earned.

DES key : 0eff57d33cde3c3d

DES Ciphered :
bc8cf94d9a67923d802da45e16846f6e536879f5854cca3b210a
3a237ad9897546432f6ecdeddd55947d4d2dbdbc359fa15f1a34
af1a0b00f85fe9b2b146cec1df171d8b795a5cfc3adb5169430f
6d99

DES Decrypt : Battles lost are lessons learned,
battles won are step stones earned.

DES roundtrip ok: True

Fig. 6. QKD Behavior with Eve Not Present

and three file sizes (10 KB, 100 KB, and 1 MB). Each
experiment was repeated for both classical PRNG-based keys
and quantum BB84-generated keys. The results visualized in
Fig. 7. show that AES encryption and decryption throughput
remains largely unaffected by key source, with speeds stabilizing
between 250–370 MB/s for larger files. Small files (10 KB)
exhibited lower throughput due to fixed overheads of nonce
and authentication tag handling, but this overhead diminishes
as file size increases. Across key sizes, AES-256 showed
only marginally lower throughput compared to AES-128 and

AES-192, consistent with the negligible performance difference
reported in prior literature.

Fig. 6. AES-GCM Encryption On Different Test Cases

The critical distinction lies in key generation time. Classical
PRNG-based keys were produced in microseconds, while
quantum key generation via BB84 required 38–75 seconds for
128-bit keys, 75 seconds for 192-bit keys, and 111 seconds for
256-bit keys, as shown in Fig. 8. This difference dominates the
end-to-end latency when fresh keys are required per session,
highlighting the trade-off between speed and unconditional
security.

Fig. 7. Time Required for Quantum Key Generation

From a practical standpoint, this suggests that QKD-based
systems should operate continuously in the background to
maintain a buffer of fresh keys, which can then be consumed
by AES for fast encryption. This amortizes the high cost of key
generation while preserving the eavesdrop-detectable secrecy



TABLE I
Classical vs Quantum Metrics Comparison

Metric Classical (PRNG + AES) Quantum (QKD + AES)
Key Generation 35.76 𝜇s 81.94 Seconds

Encryption 350MB/s 350MB/s
Throughput

Security Based on computational power. Vulnerable Based on Quantum Physics. Eavesdrop
to Quantum hacking using Shor’s and detection is available. Secure against

Grover’s algorithm. Quantum cyber attacks.
Accuracy Deterministic AES and DES Encryption Deterministic once key is accepted.

Error detection via QBER.
Scalability Mature PKI and global deployment Currently in testing phase due to

hardware limitation
Cost Low High (Specialized Quantum Hardware)

guarantees of QKD. Table 1 summarizes the comparative trade-
offs across the key evaluation criteria.

These findings align with our initial expectations and the
broader literature. Classical systems excel in speed, cost, and
scalability, making them indispensable for everyday applica-
tions. Quantum-assisted systems, however, provide unmatched
security assurances, making them suitable for high-value, long-
term communications where compromise risk is unacceptable.
The hybrid approach proposed here combines these strengths:
quantum keys secure session establishment, while AES handles
bulk data efficiently.

VI. Conclusion and Future Scope
A. Summary and Key Findings

This work presented CrypTon, a hybrid cryptographic frame-
work that integrates quantum key distribution (QKD) with
classical symmetric encryption to evaluate the practicality of
combining quantum security with established cryptographic
efficiency. By employing the BB84 protocol for quantum
key generation and AES/DES for data encryption, the study
demonstrated that quantum-secured keys can be seamlessly
incorporated into widely deployed classical ciphers without
modifying their internal structure. Experimental evaluation
showed that encryption and decryption throughput remains
consistent across key sizes and file sizes, irrespective of whether
keys are generated classically or quantum-mechanically. The
primary distinction lies in the key establishment phase: while
classical pseudo-random key generation is near-instantaneous,
quantum key generation incurs higher latency due to basis
reconciliation and error checking. Despite this overhead, QKD
provides a decisive security advantage by enabling intrinsic
eavesdropper detection, with the proposed implementation
achieving a 97.3% accuracy in identifying adversarial inter-
ference through quantum bit error rate analysis. Overall, the
results reinforce that classical and quantum cryptography are
complementary rather than competing paradigms, with hybrid
integration offering a practical path toward quantum-safe secure
communication.

B. Future Scope and Extensions

While the present study is based on software-based simula-
tion, extending CrypTon to physical implementations introduces
additional system-level considerations related to photon trans-
mission rates, channel loss, detector efficiency, and classical
post-processing overhead in optical fiber and free-space optical
(FSO) channels. Importantly, the quantum key generation
latency observed in simulation should not be interpreted as per-
message delay in real deployments, as practical QKD systems
typically operate continuously and maintain background key
buffers that amortize key generation costs across multiple
encryption sessions. Future work will focus on mapping sim-
ulated protocol timing to experimentally reported key rates,
incorporating realistic noise and loss models, and evaluating
deployment feasibility over fiber, FSO, and satellite-based QKD
links. Additionally, while this work centers on the BB84 protocol
due to its simplicity and well-established security properties,
future extensions may explore alternative protocols such as E91,
B92, and continuous-variable QKD to compare trade-offs in se-
curity guarantees, key generation efficiency, and implementation
complexity. Integrating post-quantum cryptographic primitives
alongside QKD also remains a promising direction for building
resilient, multi-layered security architectures in the quantum era.
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